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CheckList Yes/No | Result Report Remarks
1. @& * &%~ Rpr Yes
2. & FL¥S IR A A7 Yes
3. = it B ErR g Yes
4. USB # * g~ Yes
H., F it * R Yes
6. E-mails@ ¥ (Outlook ~ Lotus..)  Yes
7. WebMail = g~ Yes
8. IMFIr % J& g~ Yes
9. #c kg i * R Yes
10. e %8~ 47 Yes
11. M4t 5 0= Yes
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L 44 kd

SR ER R AT
wwoEE &
HEEEHER
1 ARP Table RIFARPEITERE SEE
2 Routing Table F i TS A, SRS
Host Mame and - .
3 System Infomation EWANR A
4 Current Connecton  EETEARE{ERFEEEEE S
TR
1 Running Process HET#i7ES, SETE
2 Running Service HET#TIRRS eI
3 OpenHandle e e BRI SHIPE
4 Remote Open Files EisMIAIIEET =& SHEpTE
5 Schedule Job Y TIE I E=d
6 MemoryDump  FE=\iRIEHSRY ISR sHEA
7 ClipBoard Durnp  EUEEAERETER LSS o
e Current log-on uger: Adminiztrator
[1 Curtent Logn User EIRVE FEAIES j Lazt log-on time: 2011, March 07, 16:59:56

2 Network Share HETiER: Loy FHRRREIE=E &7 :
o TR The accountz under c:ilocuments and Settingsh

‘ Log-on ugers history Last log-on time

bdminigtrator 2011, March 07, 16:59:54
iforenzics 2011, March 07, D8:45:13
The accountg nnder e:‘\lzerzd

Log-on ugers history Last log-on time

Admin 2010, Joly 09, 11:25:01

The accounts under f:\Uzers\

Log-on nzers history Lazt log-on time

Admin 2010, Decenber 22, 17:59:09
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2.1 % —‘F'{Registryi % &

- e g T mma—— RN
IMEH,
Skype Log BB B Shyp ey B TS PR e e
Msn History SHT R R EEMer RIS TR SEERS
Yahoo History SR B ST EE Y ahoogET sE AT &5 EE et
WindowsEE ],
Recent Open Files il B B T R FES i|aoE=
USB Usage Log BETEHERYUSEENETIE FEE iEaerd
User Profiles ST EE R ST EERE |
SR
System Info AR H AnAindows B RERE R AT gy senice i Driver& g,  sEAlRE )
Installed Software R EEindows R A EERy e BE s P atch & &, Exam R
User Name Profile Path Last Load Time Folder Created Time Folder Modified Time
IFOREMSIEDFS63ADmIinistrator ChDocuments and SettingsiAdministrator 20010204 B4R 094807 | 20010214 B4 094802 | 200112014 B4 094807

IFOREMNSIEDFSE3forensics
MNT ALUTHORITWLOCAL SERVICE

| ChDocuments and Settingsliforensics

| 20010357 B4 08:48:37

201012029 T4 02:32:52

2001102115 T4 0203726

| CiDocuments and SettingsiLocalService

| 2011307 B4 08:4510

201012129 T4 023115

20M0M 2129 T4 023115

NT AUTHORITYINETWORK SERVICE

ChDocuments and SettingsiMetworkService

200115307 B4 08:45:08

201012029 T4 02:31:01

201012029 T4 02:31:02

NT ALUTHORITYSYSTEM Chwindowshsystem32confighsystemprofile 20M0M2/29 4022959 | 201012129 T4 02.29.59
e R s i User SID State
Time File Size
201112114 L2 09:48:07 \ 262,144 \ S.1-5-21-1292428092-1409082233-1417001333-500 \ 0x0104
2011/3/4 T2 083424 ‘3,6?0,016 ‘8-1-5-21-1292428093-1409082233-141?001333-1003 \oxomo
20114304 T2 08:34:31 \ 245 760 \ S 1.5.19 \ 0x0000
Page « 19 20114304 T2 083431 \ 245 760 \ $.1.5.20 \ 0x0000
\ 0 \ $1-5.18 \ 00000




3.¥ & B frene &

—————— s o T RS
IMEE,
Skype Log SR TR Shyp ey E ST 4R S
b Msn History SR BT BEM SN E FE T HHEAZE
3 ahoo Histary SR R EE Y aho ol S FE T 4R e k=g
WindowsE ],
1 Recent Open Files @RI RE R SHERE
= E——————
Filename Modified Time Created Time Execute Time
3 [N/A [N/A 2011/3/14 T4 01:27:43
611 (201172125 T4 124147 | 2011/225 F4 124140 201172125 T4 12.41:05)
G114 pg (20117311 F4032042 2011311 F40321:11 | 20113114 T4 01:27:43)

G A1\SecEvent Evt
GANSECURITY LOG

GAN\SysEvent Evt
G\ 1\serdiff LOG
g- \Book1 x'|le

GACANON _SC\DOCUMENTWO001

GACANON_SCIDOCUMENT\O001YSCN_0001 pdf

G \karenchen nsf

G WD 1T rif

CRER _20101026_FREBEL As

H\USB9401¢

HAUSBAS401c48401¢ jpg

e

Inra

(2011221 k45 11:28:36
-Nfﬁ\

[2009/10/5 4 09:16:20
[2011/2123 T4 04:46:24
(201011 £4 12:00:00
(2010171 E4 12:00:00
[2009/9/14 4 06:02:20
[2011/3/8 47090524
1201113114 T4 01:27:24

2009/7111 T4 08:34:34

[ 20091411 T2 09:46:31

. MNIA

[ 200011005 T4 01:17:02
.NJIA

[ 200911055 F 4 09:16:15
[2011/2/23 T4 04.4841
2010MA E4F 12:00.00
(201011 E2 1200:00
[2011/2/24 T4 07:17:47
| 2011/3/8 L4 09:06:27
[2011/2/16 T2 12:29.01

2009/7111 T4 083257

[ 20007111 T2 083257

.NJ[."!\

201172125 T4 12:41:00)
.NJ[A |
1201112125 T4 12:41:05|
(201173014 T4 01:27:41]
201172123 k25 11:28:39)
201172123 E4F 11:28:39)
IN/A |
201113114 T2 01:27:31]
12011/3/14 F2£ 01:27:23

2011/3/14 T2 01:06:50
'201 11314 T4 01:06:50

L, - e X
N e @
N . [
Na® [
il {ess) |js| (<>




4-1.USB & * % &

- A [

IMEH,
Shkype Log
2 Mlsn History
3 Yahoo History
Windowsg e,
1 Fecent Open Files

it ST HRIFAD 4 H o TR R

AR SN R SkyP e B ET REf T £%
AR R FE REMenEY R RERAT 2R
AET 1 FHE AR Y anooBYET AR ER

i SR AT RIS

USE Usage Log

Device Name

AT B HaH I SEE T

Description

Serial Number

Created Date

Last Plug/Unplug Date

| | U165 USB DISK 2.0 USB Device 00000000000555 | 201112125 F4- 04:57:05 | /A
| A-DATA USB Flash Drive | A-DATA USB Flash Drive USB Device | 3e00bbf082119e | 201112116 T4 04:50:47 | /A
| Cruzer Mini | SanDisk Cruzer Mini USB Device 20051535730F 16E0019D | 2011/2/21 T4 04:46:46 | NiA
| disk by philips | Mobile disk by philips USB Device 57442D575843314132303438 | 20112117 T4 02:28:18 | NIA

| EMY Smancard Reader

‘ Generic PC/SC Usb Smart Card Reader

‘201 1314 B4 09:23:47 |201’|;‘3:"l4 T4 01:05:10

| EMY Smartcard Reader

‘ Generic PCISC Usb Smart Card Reader

20111319 E2F 11:50:01 || /A

[Exlemal {Genen’c External USE Device ‘ 32384D505433574454202020 ‘ 201120116 T & 04:50:47 | NFA
Flash Disk ‘ JetFlash TS128MJF 2L USB Device ‘ 611041EEF 18C00TA ‘ 20112016 T4 04:50:47 | NFA
Mass Storage Device ‘ JetFlash TS2GJFV30 USE Device ‘4LOM89EF ‘ 2011216 T4 04:50:47 | NFA
Mass Storage Device ‘ JetFlash Transcend 32GB USE Device ‘ PQAS930U ‘ 201142016 T4 04:50:47 | NIA
-Mass Storage Device JetFlash Transcend 4GB USE Device ‘ UE3PSMYD ‘ 20112116 T4 04:50:47 | NFA

MHZ2320BH G2 FUJITSU MHZ2320BH G2 USB Device 4B36304C54394133374D454C 2011/3/8 T4 03:20.23 | N/A
Microsoft 3-Button Mouse with InteliEye(TM) | Microsoft USE Wheel Mouse Optical 201142116 T4 04:50:47 | N A
Nano [ Imation Nano USB Device 5. |o7780F9BCADY 2011/2116 T4 04:50:47 | 2011/314 T4 01:26:56
PS/2+USB Mouse USB AfHEAEEE | 2011/3/8 k27 10.24:08 | 2011/3114 E2F 11:47:48
USB Flash Drive USB 20 USB Flash Drive USB Device | 39221bf4bbb7aT? 201172116 T4 04:50:47 | /A

| USE Mass Storage Device | U165 USB Flash Disk USB Device [ 00000000000153 2011/2116 T4 05:53:20 /A
USB Mass Storage Device | UDISK PDU06_4G AAI2.0 USB Device [ | 0000000007992049 2011737 T4 031249 (A
USB to ATA/ATAP! bridge | TOSHIBA MK1034GSX USB Device [ 87F5EFFFFFFF 2011/314 T4 01:05:49 | 2011/3/14 T4 01:26:43
USB to ATA/ATAP!Bridge [ WDC WD25 00BEVS-00USTO USB Device | | DE508A061FFF | 201142016 T 25-04:50.47.| A




4-2.USB & * % 4% - ri- iU
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P ic 4 Jov BF— B B4 oy ag

®Vendor ID \1
® Product ID {
“®iSerial Number
USBSTOR |

~<l ® Manufacturer
-~ @®Product

~—— USB




4-3.USB # * %

5 Mountons2 » | ] 12| 7546008 850 1ce a2 002%2ckd)  10PSI9070:46MM.
O NewShortatd 7] 131 () (7e408607:0410- 1de 7-00246825ckbe)  10/08/09.07:23:230M

Page = 23



5.WebMail } @4 % -RPFZBEHR

= EnCase Forensic
File Edit View Tools Help
iNew 5 Open g Save = Print - Add Device ‘4, Search [g Refresh |5} Find

|[] Ca5e5| @ Keywords x| [ Tahle| =|Report & Gallery % Timeline [ Disk “t; Code
Bookmarks | Search Hil5| b : Hit Entry =
[ﬂ “% Name Preview Text selactadiliat—
|\-l Home| [¥ Hash Properties [ 1 [ Desktop 8-E 5 —.9E U{e7-9E - contacts.csvanuak P § “?34 bE % 5 bE % contacts.csv
é—DD‘% Search Hits [ 2 | Recent —9ME"Q—9MEF —9ED / contacts.csv.Ilnkns ® pZ § $:79E"Q contacts.csv .
DW I [ 3 ) Recent ">y&E "©'">yaE "©'>yaE 0 / contacts.csv.Ink 1 pzZ § "©'>VaE "© contacts.csv . =
= = (ke
ED % hotmail [} [})]quer}r[ﬂ ]s application%2Fvnd. ms-excel%7C64935695-c712-4c44-0ae5-0daBb3d4062contacts. csvia 7 C3481 7% 7 C%7 C daBb93d4062c .
7 attached file [ %2Fvnd.ms-excel%7C64935695-c712-4c44-9ae5-0daBby3d406 2contacts. csve7 C34817%7 C%7C contacts.csv .
06 ZUnallocatedCIusters 2-4c44-9ge5-0dadb93d4062contacts.csv%7C34817%7C%7C €5 contacts.csv . TS
] 7  E| unalliocated Clusters 2-4c44-9ae5-0da8b93d4062contacts.csve%7C34817%7C%7C €5 contacts.csv . 10
O 8 |[& $MFT ">ydE "@'>yaE "©'>yaE contacts.csv.lnk € H ! L contacts.csv . 3
] 9 =3 contacts.csv.Ink &7-9E A, 8-9E " db2 " 1>m0 contacts.csv F  i341=101=10% 34% conta contacts.csv .
[] 10 == contacts.csv.Ink s.cov FooBal=l01=10% 3a% contacts.csv 8D (E: contacts.csv .
[J 11 == contacts.csv.Ink e Fooi3a1=101=10% 343 contacts.csv 8§ D i (E: contacts.csv .
[] 12 & contacts.csv.Ink rs\ % \\PO-IBOOK\Users Po\Desktop\contacts.csv # ..\ ..\ ..\..\..\Desktop'icon contacts.csv .
[] 13 =@ contacts.csv.Ink #0000\ V.. \Desktop\contacts.csv C:\Users\Po\Desktop( contacts.csv .
] 14 == contacts.csv.Ink #0000\ V.. \Desktop\contacts.csv C:\Users\Po\Desktop( contacts.csv .
[J 15| = $MFT %5>yaE 4H% >aE 4Ho%>yaE contacts.csv.LNK € H @ contacts.csv . 9:
] 16 = $MFT —AE §* —9E 5= —4E contacts.csv.Ilnk € H / L contacts.csv . 211
1 17| &8 rontarte rov Ink 1/%7-0E 11/E7-0E & p-wf dh? " 1=m0 rontacts rew B 34100 =10% 36d 1=mnN rn . v
| b
=|Report ] Console 7@ Details S Output [ Lock [ Codepage K 226854/226854 |J[g EnScript| T Filters [S Conditions {3 Display %] Qued b
04445e="fFrom" big8677fhotmail.com Tdb2£12981760684 Content-Disposition: form-data; name="cpselecte a é-v{g EnScript
04572dautoCompleteTo™ [0;Po;po%26%2364%3Biforensics.com. tw; false; false;b3076e56-e5a4-4879-9adf-c319db4145c4] --——————-——————-———— FH Examples
04698 ———mmmoeee T7db2f1291760684 Content-Disposition: form-data; name="fTo" "Bo" <po@iforensics.com.tw>; &= Forensic
04836 ———- Tdb2£12981760684 Content-Disposition: form-data; name="cpselectedAutoCompleteCc™ '?d.b2f12| | Include
0495391760684 Content-Disposition: form-data; name="fCc" Tdb2f1291760684 Content-Disposition: fo— X
05080rm-data; name="cpselectediutoCompleteBoo™ T7db2f1391760684 Content-Disposition: form-data; na Main
05207me="fBcc" Tdb2f1291760684 Content-Disposition: form-data; name="fSubject" Lttahced file i W& Source Processor
05334= the customer list information Tdb2f1291760684 Content-Disposition: form-data; name="fAttachmen
05461ts_data" ut7Capplication}2Fvnd.ms-excel:¥TC64935695-cT12-4c44-9ae5-0da8b93d4062contacts.cevETC3481T737CETC —-——m—mmmmmmmmmeee
0o5588-———-——————- Tdb2£f1291760684 Content-Disposition: form-data; name="isFirstPL" Tdb2£1231760684
05715 Content-Disposition: form-data; name="RTE_MessageType" RichText Tdb2£f1291760684 Content-Disp
05842p=sition: form-data; name="fMessageBody" <P>hs the attached file.</P> <P»inbsp;</P> <«P>Bigi677</P>
Tdb2f1291760684—— - ----& -tp-:-f-fcol13w-.co0-1l11-3-_.m-a-i-l-.-1iv-e-.-caom-f-ma-i-1-/-E d i-t-M
-1-4-9-2-1-2-0-3- - ¢ = e = =il =il o) e o o L <l <l SRy on Friem L cil o
.ccom-f-m-aci-l-f/-5-e-n-d-M-e- -a-g-e’L-i-g-h-t-.-a-spx-?-_ - 6-5-9-3-6-2-0- ---B—e«H---h-T-Tp-
plxifi] -0-1-1-3-w-. c-0-1-1-1-3-. m-a-i-1-.-1-i-v-e-.c-om-/-m-a-i-1-/-E-d-i ag-e-L-i-g-h-t-.-a-s-p-x -1-4-5-2-1-2-0

Searching 47 Hits 7:06:00

FF1
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5.2 WebMail ¥ i®

1 NetWitness Investigator 0
i Collection  Edit ¥iew Bookmarks History Help

Al Data ~  PDL>20369.11348

i 18 Weloome I@PDLGI 4b X

: EEECEEET S

< 2011-03-12 22:43 2011-03-1223:25 >

e Alerts (2 iterns) =
suspicious_possible_malicious_http_redirect (4) - informational_webaction (3)

[ ] Service Type (1 item)
Bl yrrea

Hostname Aliases (6 items)

bl165w.blul65.mail.live.com (5) - gfx3.hotmail.com (4) - gfx4 hotmail.com (1)
- gfx2.hotmail.com (1) - content.yieldmanager.edgesuite.net (1) -
content.yieldmanager.com (1)

*

Source IP Address (1 item) —
192.168.1.77 (13)

Destination IP address (1 itern)
203.69.113.48(13)

Action Event (4 items)
get (13) - put (3) - sendto (2) - sendfrom (2)

® X ¥

E-mail Address (2 iterms)
joba®@iforensics.com.tw (2) - iforensicstaiwan@hotmail.com (2)

Content Type (& items)
application /x-javascript (8) - text/html (4) - image/ gif (4) - text/javascript (2)
-text/css (1) -image/jpeg (1)

| ||<

Extension (9 items)
Lixt| s (4) - gif (4) - aspx (4) - mve (3) - fpp (2) - <none (2) - jpg (1) - html (1) - css
(n

Filename [open]

L Directory [open]
]

-
«| | B

Capture o=
L] - Line Rate: [— 0 /0 Mbs

Page = 25

=0 o

PDL Content - Session 68 -

: 1414, Target 20

Payload Size 210,1
nt 295

eMedlquPwotStylenghtlE 1'78heet18ESheet 2FEheet vyl D ;g NAMEIDCREDIT CARDHOME NITW
BERCELLPHONE NUMEER=1fR A1952687884242520562241412

0223602911

0920004 570y fL1:22827404 572041 2046851946
0962176685 Vpg 2003026565221 21467277355
0223135683

09552175453T*: § F29404807667 38565056580304
0222517343

0910168692 & C19463004046623351 7391 3630032119343
0925140366 efk B2036387214242576560810743043480168
09139685555 GY H19102849031 3214866051 4496
0227451204

D920370216F ] H2914901678
091720621471 [ €192242080
0228602174

09356234345 F19278792356
02230136993

0936136144 }v_; Eooslassigl upload

0222376663
OoisezsessNg DioizzTavTed  CTTTTTTTTTTT 7db1961a20318
Content-Disposition: form-data; name="__ EVENTARGUMENT"

----------------------------- 7db1961a20318
Content-Disposition: form-data; name="__ EVENTTARGET"

02225813532
09202492021Z¢ 419671414561
09860304838kt H29310015
0931818509-N1 > B204347265
0222710724

0919448220¢ | (2012726825 ) o
0937500555 [y4+ m951m5; Content-Disposition: form-data; name="
0915336268 15T H192969160

0228742269

----------------------------- 7db1961a20318
_ VIEWSTATE"

091223420007 119204541458
09161949305 ¢ § E20853306
095303234805 (1904620268

/wEPDwULLTE4MzExOTU4ND1kZN1 Z2f T+61uXDt resnmOP1xzdc o F
----------------------------- 7db1961a20318
Content-Disposition: form-data; name="f1lelnput";
Content-Type: application/octet-stream

filename="1D1_xls"

page25



0.3 PFE

E MetWitness Investigator 9

T
i Collection Edit  Wiew Bookmarks  History  Help
All Data | NWAPPLIAMCE] 8084 > Content Search -

L]

@ |.@NWAPPLIANCE18084 ﬁ“ N
i e :
2 [
: &
§'.

NETWITNESS

\bla-zA-2 10 210 1 {8}

~ Regular Expression Preferences »

Search | V! search Cortent

V! search Metadata

V| becode sessions

V' case Insensitive
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E

ENetWitness Investigator 9 - X

! Collection Edit  Wiew Bookmarks History  Help

|4l Data ||| MWAPPLIANCEI B84 > CantentSearch > Search for "\bla-z&-Z113[121{1 }e{8}" @a .

@ | @mwaerLianceisos: G | @) NWAPPLIANCELB0S4 (|

I Page 1 of 2 I'“Q’ -‘_}

G129994101
2011-Mar-12 22:46:03 —- 3.43 KE

| uopmaion

40% - r6E340% - r6Ls60% - rlE 60% - rl23s

60% - r2E§60% - r223%60% - r3E(60% - r323%60% - rdE,60% - r423% 60% - rSE060% -
523%160% - r6E460% - r623%+N, % CSRMO# CSEMO[0]4-NI{7-NI{e35TGT500:}T5}Vas ~vRk | {e
_s{e_}s000000000000)c**"c [O]+#P}v2QX[<hA#P}vaQX[<h}%, Ps*

Pi-fel[/5EeW[000 %, r19r105/£29 | r2PHE0r30% 374 1rd9) rads2r 59-r SRS 3r601r6F4 4L+ L1} 45
4L 1=9L 1I}%063L 2=9L 2I}%27iL 3=7L 3I}%238L 4/9L 41}%98eQofeQz2v3000000000000:8

IP{TCP /SSL[ M& 192.168.1.77 -» 65.54.234.77 |
F294048976}
2011-Mar-12 22:46:03 —- 3.02 KE

eMediumSPivoritylelightls ™ /SheetlZ48heetZiShee t3vvID ; gNAMEIDCREDIT CARDHOME NUMEE
RCELLPHONE NUMEER3T*:] |3 E7385659565893584

0222517343

09101656920 e Cl946600404662335178913639032119843

0925140366Vefk B29368872142425765688187430434580168

0913965555 --q) . covwlID N.,$01C:\Documents and Settingsiddwministrator)Lhb\ID.txtd
heetl!IDE

IP{ TCP § OTHER [ * F214.203.102 -» 192.168.1.77 ]
D1929454144
2077-Mar-12 22:4%:32 -- 2232 KE

O2dMBP2_t+5TofEEEEE2 EEEEEE(2) 2" TE ? 263U} )} 4] }IIT
pyTep s arTe E i
F294048976+ Z

12 =

IP{TCP { OTHER [ M6 192.168.1.77 -> 72.14.205.83 ]
c291272682}
2071-Mar-12 22:52:12 -- 18.23 KR

IPJ UDP f OTHER T & 192.168.1.125 —T 19216810851

s e
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Search Results

09/03/2009 15:25:08 Added server: 192.16
09/03/2009 15:23:53 Removed server: 192,
09/03/2009 15:23:46 Added server: 192.16:
09/03/2009 15:23:30 Windows login succee
09/03/2009 15:06:49 Added server: 10.10.3
09/03/2009 15:05:49 Windows login succee
09/03/2009 15:03:45 Windows login succee
09/03/2009 13:19:21 Windows login succee

J. i 5L * 4

WindowsE &l 09/03/2009 13:19:09 Windows login succee
1 Recent Open Files  #eid SISt R Ry ik REIAIEIZE e iaad e e L e
2 USE Usage Log ST EIEHSBERRTIEE FEE il e
3 UserProfiles SRR FE R SIS
. . . % z T —
4 System Info SET EEWIndowsHY RATE R 88ty Service B Driverd& s, FEERET)
5 Installed Software 28 HEindows F e dEntEr gi s Patch &=, SEH
8 shortcuts Info SHT T B EEE S G REEEREE RS
7 Metwork Info SETTERE B8 1P SEERAEE RSl SOE=
3 AutoRun Registry AT e ESHTHREE T il SO
e Auditing Policy FATTEA R e =2
10 oot FOOON PAsSNONd g b grWindows 2 BB AR B SERBHash SRS
( | ot \l .
A 1114310 T4 05:20:56 1005 Msilnstaller Mone IFOREMSI-8DFS63lForensics IFOREMSI-8DFS63
- pp ICa Ion A11)3010 T 052045 0 NMIndexingService More {117 IFOREMSI-ADFSA3
ﬂ Information 2011310 T4 0520018 105 PLFlash DeviceloControl Service Mone 1179 IFORENSI-GDFSE3
0 Infaormation 201143110 T4 05:20:15 100 PLFlash DeviceInControl Service Mone I IFOREMSI-BDFSAZ

T4 05:19:36

- Mera BackItUp Scheduler 3

ﬂ Information 201143110 T4 0%:16:01 7 Crypt3z More TS IFORENSI-GDFSE3
201131 FF 054533 T035 Service Conkral Manager 'MNone N3YSTEM | IFOREMSI-BDFSAS
yS em 201143111 054533 7036 Service Control Manager Mone AT IFOREMSI-BDFS63
(i) InFormation 20113011 L+ 034533 7035 Service Control Manager Mone 15¥YSTEM IFOREMSI-EDFS6S

(i) InFarmation 2011311
(i) Information 2011/3/10
(i} InFarmation 2011/3/10

L 03:45:05 6009 |EventLog Mone A IFOREMSI-BDFS63
T 07122 6006 |EventLog Mone T IFOREMSI-EDF56S

T 07:12:16 19 Windows Update Agent qoiE 17 IFORENSI-SDFSE3
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Windows &,

1 Recent Open Files FaiR EIE T R SRS

2 USE Usage Log T EIERTUSERR RTEE RS il SE=

3 User Profiles BT ERH FEMTIE | B

4 System Info AT HETindowsB R TSR A dEnTservice B Dniverig s, =20

a Installed Software S8~ HgnVindows F e T aEntEr i s Patch &5,

8 shortcuts Info RB TR 1S SRR R L) Be T PR TR e

7 Network Info SE TR (EA P SAERTED

2 AutoREun Beqgistry TR EEE{THIER TR
‘ Entry Name ‘ Product Name ‘ Version H Installation Date
| 32 BitHP CIO Components Intaller | 612 H 2011/2/16 T4 045102
\ 7500_7600_7700_Help1 \ \ 100.0000 H 20112118 T4 04:52:23
\ Adobe Flash Player 10 Activex \ \ 10215226 H 20114219 _F4 09:23:00
\ Adobe Flash Player 10 Plugin \ \ 10215232 H 2011432 47 09-04-17
‘ Adobe Reader 6.0.1 - Chinese Traditional ‘ ‘ 006.000.001 H 20110103 T 04:45.31
\ AVG 2011 \ AVG Intemet Security \ 10.0.1204 H 20114218 F4 09:10:00
\ AVG 2011 \ \ 10.0.1435 H 2010412429 25 03:09°30
| AVG 2011 | | 100.1204 | 20111208 k27 09:10:13
‘BadCopyPro ‘BadCopyPro \4.1.0.0 H 201142011 R 112117

'TBing Bar Platform '\ \ 50.1449.0 H 20112116 T4 04:53: 11

\ Bing T-EL5| \ BingR T.B? \ 5.0.1449.0 H 2011/2116 T4 04:52 34

bpd_scan_Carrier 3000000 |

2011/216 T4 04:51:39




9.CD-ROM &7 g~

Using interface version: 8.8.1.1

Installed in: C:\Program Files\Hero\HNero8\Hero Burning Rom\
Application: Hero\HHMBC

Internal Version: 8, 3, 13, A

Recorder: <ATAPI DUD A DHZ2BA4P> Uersion: 9P59 - HA 1 Th B - 8.3.13.8
Adapter driver: {IDE> HA 1

Drive buffer : 2848KkB

Bus Type : default

=== Scsi-Device-Map ===

CdRomPeripheral : ATAPI DUD A DH2OA4P atapi Port 8 ID 1 DMA: On
DiskPeripheral : Hitachi HDP725858GLA3GA atapi Port 1 ID 8 DHA: On
DiskPeripheral : ST3168318AS atapi Port 1 ID 1 DHA: On
=== CDRom-Device-Map ===

ATAPI DUD A DH2BA4P D: CdRom@

AutoRun : 1
Excluded drive IDs:
UriteBufferSize: 83886888 (8) Byte

BUFE - a

Physical memory : 2B4FTHB (2097151kB)
Free phygical memory: Z2847HE (2097151kB)
Hemory in use : 33

Uncached PFiles: 8x8

Use Inquiry 1

Global Bus Type: default (@)
Check supported media : Disabled (@)

10.3.2011

NeroRPI

T4 85:24:23 #1 Text @ File SCSIPTICommands.cpp, Line 458

. LockMCH - completed sucessfully for IﬂBTL=STUHHGE_MBN_EDHTRﬂL

T4~ 85:24:23  #2 Text 8 File Burncd.cpp, Line 3389
ATAPI DUD A DH2BA4P
Seamless Link = RFE)
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¢|-) cases| 44 Enscript X

@Tdﬂel [Elreport [ Gallery ) Timeline {ZyDisk % Code

j— ‘ s -
{3 Home | Entries| []]Bookmarks ‘2, Search Hits =%3Recori4 b | File File Entry
) % | Q o = 3Recon Name sl M BN
liﬁ-mlﬂﬂ“ﬁleExtents @ Permissions [T1References [44 )| 1 (£ ActivePerl 03/14/1105:08:00 F 4
&0 Entries ] 2 | [} ActivePerl-5.12.3.1204-MSWin32-... msi 03/14/1105:08:00 F
(e C [J 3 | [, ActivePerl-5.12.3.1204-M5Win32-... Ide..
= D"ﬂ_D [J 4 | [}, ef_setup_(x64)_618_english.exe  exe  Windows Executable 03/14/1105:08:12FF
I $Extend - 2
s [L ef_setup_(x64)_618_english.exe"... Ide...
-0 (@ SRECYCLE.BIN —— > = =
o0t d [J & | [ en_win_srv_2003_r2_enterprise_... iso 03/14/11 05:08:30 F
£mo case
3 EN20110221-1 O 7 | [ 178 & EREOLE) .m  him  Web Page 03/14/11 05:08:09 F
() FreeRainbowTables [J 8 | [} LiveviewPublicInstallerv0.7b.exe  exe  Windows Executable 03/14/1105:08:30FF
[J(C3 Private [J 8 | [} LiveviewPublicInstallerv0.7b.exe"... Ide...
[JIC3 ActivePerl [J 10 | |8 Office Suites Key. tiff tiff  TIFF Image 03/14/11 05:08:00 FF
D!@ office2007 11 Q Office Suites Key. tiff-Zone.Identifier Ide...
]I rtizrto_win32 [J 12 | [ office2007 03/14/1105:08:01 FF
Ny T e ¥iewes:#5:h ortale O 13 | [, Office2007.is0 iso 03/14/1105:08:08 F
L_’D% TeamViewer 5Portable [J 14 | [}, pfmap-159-win.exe exe  Windows Executable §03/14/1105:08:30 F 9
| Software
EMD? i [ 15 Qpfmap-159—win.exe'20ne.1dentiﬁer Ide...
—CIE) System Volume Information —
SO0 temp [J 16 | [, rtizrto.exe exe  Windows Executable §03/14/1105:08:09 F4F
B-OE) VirtualMachine [J 17 | [}, rti2rto.exe Zone.Identifier Ide...
[J 18 |(C3 rtizrto_win32 03/14/1105:08:08 FF
[J 19 | [}, rtizrto_win32.zip zip  ZIP Compressed 03/14/11 05:08:30 F
[ 20 Qrti2rto_win32.zip'Zone.Identiﬁer Ide...
[J 21 | (3 TeamViewer 5 Portable 03/14/11 05:08:09 FF
(] 22 | [ TeamViewer +5+Portable 03/14/1105:08:09 FF
eamViewer_Host_Setup.exe exe indows Executable :08:
23 TeamVi Host_Setu Windows Executable §03/14/1105:08:30 FF
eamViewer_Host_Setup.exe*Zon... Ide..
] 24 TeamVi Host_Setu| Z Id
[J 25 | [}, TeamViewer_Setup.exe exe Windows Executable §03/14/1105:08:30 F 4
[l 26 [‘bTeam\ﬁewer_Setup.eXE'Zone.Ide... Ide...
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o ZHEEFH (Forensic Process).
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